Initial here once you read all
policies (Page 4 -22 of package)

Person requesting access must
sign and date the form.

To send applications via fax, send to:

Fax number 954-251-4044.

To send applications via email, send to:

cep.provider@ccpcares.org.

Memorial Healthcare System
ENTERPRISE SYSTEM ACCESS REQUEST FORM

iou have e right o not provide the persan al infarma on an this farm. I you choosa nat to completa thig farm in S enltirely, you wil ba
raquirad o présent yousall in parson o the Depadrmant lasdarMHS sponsor approving the aiceds 5o that we can aonfirm your idanlity.

Biag sa il oy i laid~ ! adoadasd 11 ~BiaT iy, 2 Jeia Qi 3 &0 L S o (e EE
HON-MHES EMPLIOYEES: ALL REQUIRED NOTTCES MUSTEE SENT TO MHS JT.5ISTEMACCESS TEAM FIA S
(954-276-539 7) OR EMATL {MH S Access R egque stform ONL Y@ mhs net)
MHSEMPLOYEES: PLEASE SUBMIT AN ONLINE REQUEST AND ATTACK COMPLETED RORM

++ All Users are required to read the following Policies. Initial by each Policy to confirm that you have received it
+  System Access Establishment. Modification and Termination Policy and Procedure
+  RiskAnalysis and Risk Management Policy ____
«  Information System Activity Review Policy and Procedure

USER INFORMATION
(T BE FILLED OUT BY THE PERSON REQUIRING ACCESS)
*Today s Date: * Legal Last Name: *Legal First Name: ME

Mata! As part of the wer D cegion process, al was wil aulomatlically be selun with MHS netwark login IDs 28 well 22 an MHS amail accourt (if requestad).
Lk D ara nomally established with ®a fist intial of tha frst name and complata bt nama, depanding on availabiling. Mese wite  lagibly. You wil ba
malified by MHS when e user 1D 8 estabiisghed. IF an MAS amal account S 56 ug, we will use the emall address o send periodic updates and otfer
imparian sytem-raated noifications, o plesss be sure o check ths email account alfzn,

*Birth Date (MM fDOVYY ) * Office Phone: * Last 4 digits Social Security #:
*Office street ad dress: *Maobsile Phore:
*City: *State: *Zip Code: + Your Email Address;

The abawe inforrmation i Fue to Bie best of my knowedge. T uderstand my atigations under MHS paides and apolicabie b, induding HIPAA ad redated
s and regulations, and agmee bo utiize information anly &8 needed ta perfarmn my jab as part of the workfaree of & Covered Enfity or &5 a Business Asociate
af & Corverend Enity (mach 28 defined in HIPALY. T agres te comply with all MHS policies and procedures, and the terms of the Confidentiality and
Data Security Agresment attached to this 3 page form and incorporsted by reference. T agree that T am responsible for maintaining the
custody and secuity of sny MHS dats T acesss, view, print, dowiload o otfeswise obtsin fron MHS. Ttismy sok responsibility to

any suspected breach of seurity or loss of custady of any MHS confidential information to the Privacy Reparting Number [958) 265-1165 ar
1 can also send an email to mbspn vacySm henet.

*Reguastor’ s Signatura: *Date:
MHE SPONSOR VERIFICATION SECTION
{TOBEFILLED DUT BY MHS SPONSOR ONLY FOR CONTRACTOR/STUDENT { VEND OR REQUESTS)

User Title: Com pany/School :

Start Date: Ervil Dranbe: Sponsor's Employes ID #:

Mame of MHS Spons or approving this request:

Sponsors Department: Sponsors Email Address:

Sponsors Title (Supervisor or above): Sponsor's Office Phone:

444 ppplications/Access Requested:

The abave infarmafiion is rue to Be best of my knowledge. T understand my obligations under MHS palides and applicable bw, induding HIPAA and  related
rules and requiations, and cerfify that the above named user has alegiimate nead o aoess MHS systemns o perform duties for my department. T authorize
this user o be setug with access to e sysftemns a8 indicated on this farm. Tagree o nalify MHS IT Systern Aocess Team via fax (954) 2765397 ar email

Do R esflarmnOLY ks net of any changes ta this user’s dtabus under my Department Al user 1DS that are not used within a 3 manth period will
be disabied a5 a securily precauion. [ agree ta camply with all MHS palicies and procedures and will emsure hat this wer complies by Fiose palicies. Remate
acesd o arry MHS setern may mguire the we  of a jpe of Sseourily devics such 28 a oken. Upan ermination of the wer's ssnnment o duties i my
depariment, 1 agree o immeadately mium Al devices That have been provided o s wer. Twill immediaely notify MHS 1T Spstam Acoeas Taam wia G (9549)

TA6-5397 ar el MHS Ao e 50 e e o LY e fed o deiete @ie user I8 that have bean saup for fis e,
Date:
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S—

Each person requesting access
to Plan Link/Epic Link must
complete this form including
the office Site Managers.

All PlanLink users complete this
Form. Complete this top section
with information pertaining to
the person requesting the
access to PlanLink.

Enter the last 4 of SS# or a 4-
digit PIN. NOTE: you must
remember the 4 digit PIN. You
will not be able to reinstate your
access without this PIN and you
will need to submit new forms
for access.

DO NOT COMPLETE THIS SECTION



If the person requesting access is a
physician on staff at Memorial
Healthcare, complete this section.
Otherwise, leave blank.

—

VENDOR [CONTRACTOR VERIFICATION SECTION
{TO BE FILLED OUT BY VENDOR/ CONTRACTOR LEADER APPROVING THIS REQUEST)

Name of Vendor [Contractor approving this request:
Mame/ Tithe of Person Signing for Contractorf Vendor# :

1O o [Phtsrin:: Email Address:

The abve infarmalion s rue o Be best of my knowledge. T cerify that the abhove named wser i the agent or subtontractor of the above named
vendorfaontrador. Comparry authorizes this user Lo be selup with scceds io e syalems & indicated on this famm. Compary will immedistely notfy  MHS IT
Syatern Ao Team via fax (9540 276-5397 ar amal MHS Ao By et o 0B Yifenbys i, of &y changes i this indviduals sias 2 the agent or
subcortractor of the dhove named vendarfoomracior such & extended eave or lermingion of emplogment o afilisfon. Al user Ds hat are ot wsed
within a 3 morth pariod wil be deabied 2 a2 seority precadtion.  Vendar/Conraclor agmes o camply with all MHS palicies and procedures and will
ersure that i wser complies by those policies. Upan termination of the user's employment or stalus agent or subcontractor, Camparry will immecdiately return
all devices that have been prondded o this user and will  inwnedialely notify MHS 1T Syatern Aocess Team wia B (954) 276-5397 or email
MHAAcces e quesdomONY@mhs net o deise the user soess. Vendorn'Company agrees to hold harmless  and indemnify MHS, its
employess and agents from and against any and all claims damages, expenses and causes of action, including, without
limitation, attorney fees at all levels, arsing out of, related to, or by reason of any misconduct, negligence, or breach of the tems
and conditions of this Enterprise Access Form.

Signature: Date:

Name of Physician approving this request: Physician LD :
Office Phone: Email Ad dress:

The abave informalion i rue B the beat of my knosdedge. Tunderstend my abligalions &8 a Covesd Bitity under MHS policies and spplicalle lxe, inchuding
HIP A, vl redated rubes and reguiations, and cenify hat the above named wser is part of my workdorce, T authorize his user o be Setup with access Lo the
sybens a5 ndicaed on b form. 1 agres o immedisely noily MHS of amy changes to this indhviduals stals 2 part ofmy  workforee such &8 estended
leave or termination of employment. Al user 104 that ane not wsed within a 3 manth period will be disabled &3 8 secuily precaution. T agree Lo comply with
all MHS polices and procedures and will ensure that this wser complies, by $iese polides. Ramole access o any  MHS syatem may requin the we af alyps of
seurly device such as a token., Upon termination of he wers employment or staus &8 part of iy workires, 1 ag-ee o irmmediately reum al devioes hat
have been provdded o this wer and will immadistely ol MHS 1T Systemn Aecess Team via fax (954) 2776-5397 or amal

M St es sfeg ues Marm OM LY ks n et to delete the user 105 Hat have been setug for this wier.

*++34Prysician Signature: Date:

+++ All Physicians are required to comply with applicable law and MHS System policies, including but not limited to the MHS HIPAA
Compliance Program, regarding access, use, and disclosure of medical information. Physicians whe fail to comply with MHS palicies shall

be subject to comective action.

Al infrrmation gatherad an i farm S oonfidential in aoomance with applcaiie L, &5 part of the MHS Seouity Frogram and is anly wsed o venily
idlenity. All requests will be boged via he MHS Service Now tideting sysbem for recard keeping purpases. If you have any questions about fis famm
please  call 9542765848 (MHS IT Sarvice desk).

MEMORIAL HEALTHCARE SYSTEH

Humlﬂwlﬂml Juﬂﬂmcmh i i West
Hospital P, | Hospital M Mmdﬂuwﬂ Hospital South
Memorial Manor Memorial Home Health

CONFIDENTIALITY AND DATA SECURITY AGREEMENT

Fatient Care Serwces prowded by e Memonal Healthcare System (furiher referssd io 83 Healihcare System or MHE) for s patients are
pavileged and confdental under the law, a3 B other nfoamaton used by the Healthcare Sysiem in s operatona. Omher confidental and
pavileged information moudes, without Emitaton, medical review/pesr review commiftes nfosmaton, nesk management infoamaton, quality
mprovement informaton, and rade secrets. | will not make any legal comes of matenial subject to the copynight laws. To enable the
Healthcare Syatem to perform those senvices, patients furnish infosmation with the understanding that it will be kept confidental and used
oy by aulonzed persons 83 Necessany in providing thoge services. The goodwill of e Healthcare Syatem depends upon kespng such
seruces and information confidential, that cerain lega oblgatons attach to this information, and that by reason of your dutes you may
receive of have aocess fo verbal, wotien of electronic media informaton conceming patents and serwces perlormed by the Healincass
System. If you have any guestions, please ask forclanfication

w208 | any queston as 1o the prvileged or confidental nature of any information, or the nght of amy party to oblain nformation, the
e %mnmbmeg-mnemd\ed

14244
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This section is to be completed
by the PlanLink Site Manager.

>  The PlanLink Site Manager is

the person in charge of
maintaining and updating the
access to PlanLink for all users
within the office/site/group.

To send applications via fax, send to:
Fax number 954-251-4044.

To send applications via email, send to:
ccp.provider@ccpcares.org.




YOUR SIGNATURE ON PAGE THREE INDICATES ACCEPTANCE OF THE FOLLOWING:

User agrees to hold hamiless and indemnify MHS, its employees and agents from and agalmat any and all clalms d amages, expenses
uﬂmnlsﬂhm including, without imitation, attomey fees at all levels, arising out of, related 1o, or by reason of any

2

alig or b h of the terms and cond itions of this Enterprise Access Fom.

| HEREBY AGREE, | WILL NOT ACCESS ANY COMPUTER OR ELECTRONIC DATA, EXCEPT AS REQUIRED TO PERFORM
MY DUTIES AND SUBJECT TO THE ABOVE LIMITATIONS. | furer agree thal, excepl as dwecied by e Healthcare
Syatem or a3 requissd by Law, | will not at any tme disclose or mEwse any confidential or pavileged nformaton to any  unauihonzed
person, of pemmit any such person fo examne of make copess of any reports or ofer documents prepared by me, coming into
my poSsesson of controd, of fo which | have access, that concems i any way the privileged or confidential information
of e Healihcase Syatem.

Work Statlon Security Linder no crcumatances will | gree my pasaword to any other 1wl quality p
winsch | will remembser. Iu-mtmm],lr where mﬁﬂtlﬂhgmusmmymm
wihenever | leave the workstation, mci Joang blnwds and pl patient identfable infoanabon in a secure area out of plan

wew. | wall not use a worksiation that has been logged onto by another user unbess | log them out. ANl informiatson gamed by my
pasaword will be treated a3 confidential and never be releassd to any person of mEused wnless ey have a need 10 know and |
have been aulhorzed io release hat information by my superssor. | understand that | wil be held responaible for all compauter
ransactons that ooour under my sign-on. | understand that all data fiom, or on MHS compaiers and compuler sysiems s legally
owned by the Healthcare System. | will not electronically copy or tranamit MHS infomaton (patent, fnancial, efc.) not dinectly
relaied 1o my auihonzed duties without wotien i from the aulh d source. | undersiand e nesd fo prodect the
Healthcare Syatem's assets (M data), and that every ndwidud & responsibde for data security. | wil repor any and all suspecied
secunty breaches 1o the Chef Information Secusty Officer § Comporate Dirctory of Privecy. | can alko all the Privacy Reportng
humiber {854) 2651165 or emad mhsprivecyiimha.net. | undarsiand hat if | have been grven remode acceas io the Healhcare
Syatem's compuier system, | wil ade by all of the abowe condibons.

| RECOGNIZE THAT THE UNAUTHORIZED ACCESS AND/OR DISCLOSURE OF INFORMATION BY ME MAY VIOLATE
STATE OR FEDERAL LAWS, AND THAT THE UNAUTHORIZED ACCESS AND/OR RELEASE OF INFORMATION MAY
RESULT IN CRIMINAL ANDVOR CIVIL LIABILITY, DISMISSAL OR OTHER DISCIPLINARY ACTION BEING TAKEN AGAINST

Security of Healthcare §yates ent: | agres fat | will comply with all secunity regulations in effect at the
Healthcare System. | d that all soft used on a compuler owned by the Healihcare System must be properdy

Sya
a nak i Healicare System operatons. | | use or allow 1o be used any unbtensed of unaporowed
software on a Hedthcare Syatem computer, | may be subyect to crminal andior chell kabdty, dismizsal or other discplnary acton
| acknowledge that an IT Security presentation is available on the MHS intranet site under IT Security, under the section
marked, |T Security Presentations. | agree to access and completely review this presentation prior to any other use
of MHS computer systems.

Print Requestor's Full Name:

o Page3 ol 3



mailto:ccp.provider@ccpcares.org

This Section is to be completed
by the Medical Director or main
physician within the office/site.

This Section is be completed by
designated PlanLink Site Manager.

The PlanLink Site Manager is the
person in charge of maintaining and
updating the access to Plan Link for all
users within the office/site/group.

This Section is to be completed by the
site managers backup or 2" site
manager.

CCP strongly recommends designating
a second site manager although this is
not a requirement.

Page 2 of 2
PlanLink Site Manager Designation for a sponsored Referred Group or CCP Participating Provider

SPONSOR Designation

* Designoted Sponsor Representative for Credentialed/Reforring Physiclan Proctice:
Your signature below signifies that you understand the responsibilities associated with designating the Site Manager(s) for your
practice, and adhering to the designated sponsor responsibilities delineated abowve (refer to page 1 — section titled "Responsibility of
the designated sponsoring representative for the Credentialed / Referring Physiclan or Referred Group”.

Physiclan's Marme: CCP Participating Provider 1Dz

Practice Name:

Physiclan's Signature:

* Designoted Sponsor for Sponsored/Referred Growp:
Your signature below signifies that yvou understand the responsiiilities associzted with designating the Site Manager(s) for your
group, and adhering to the designated sponsor responsibilities delineated above (refer to page 1 - section titled “Responsibility of
the designated sponsoring representathve for the Credentlaled / Referring Physiclan or Referred Group®.

CCP Sponsor's Mame [Please PRINT):

CCP Sponsoring Departrment:

CCP Sponsor’s Signature:

SITE MANAGER(S) Deslgnation (for both Physiclon Proctice and Sponsored/Referred Growp)

Your signature below signifies that you understand the responsibilities assoclated with your role as the Site Manager for your
Practice / Sponsored/Referred Group, and that you will comply with timely site verification every 30 days.

IMPORTANT: Mon-compliance with manthly site-verfication by the Site Manager will result in termination of BMHS Eplc/EplcLink
access for each member of you practice / group.

# [lead Site Manager [s REQUIRED [must be the Medical Director, Agency Director or Office Manager of the
Sponsored/Referred Group or Physiclan Practice):

Medical Director, Agency Director or Office Manager Mame (Please PRINT):

Medical Director, Agency Director or Office Manager Signature:

E-mall address [requined):

= 2% Site Manoger is OFTIONAL [if Lead Site Manager requires assistance to comply with menthly Site Verlfication)

2 Sjte Manager's Name [Please PRINT):

2" Site Manager's Signature:

E-mail address [required If 2°° Site Manager is designated above):

IF CLAIMS / REFERRALS ACCCESS REQUESTED:
Tax 1D Number(s) (required):

Please return this form via fax to 954-276-5397

Lead Site Manager and 2™ Site
Manager must also complete the
Enterprise System Access
Request Form (one per person).

B DO NOT COMPLETE THIS SECTION

To send applications via fax, send to:
Fax number 954-251-4044.

To send applications via email, send to:
ccp.provider@ccpcares.org.




